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Introduction

The COVID-19 crisis has changed the way we live our lives. Keeping social distancing rules
means many school staff are working from home for the first time and adapting to new ways
of doing their jobs.

When working from home staff will be taking all kinds of information out of the school to the
home setting. This could involve taking pupil books home to mark, completing lesson plans,
taking a pupil’s file home to update their PEP or logging into the school network to catch up
on e-mails, video conferencing, etc. When working at home, staff may also need access to
records held electronically.

It is recognised that technology can also help us to stay connected and there are various
video conferencing software and apps to help schools hold staff meetings, conference calls,
and generally keep in touch!

When working from home there are other considerations including network security and
privacy issues.

This guidance document provides staff with best practice guidelines on areas to consider to
ensure they are compliant with the requirements of data protection law and not putting
themselves or the school at any risk.

It must be remembered that Data Protection Act 2018 applies to those who are working at

home and using mobile devices or video conferencing facilities just as it does to those who
are working within a school building.
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What are some of the risks?

Article 5 (1)(f) of the General Data Protection Regulation requires that personal data should
be:

'processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures (integrity and
confidentiality).

Article 4 (1) of the General Data Protection Regulation defines personal data as:

‘any information relating to an identified or identifiable natural person (‘data subject’): an
(dentifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
(dentifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person'.

The School needs to consider the value of Home Working for members of staff against the
risks. For example:

= Loss/Theft of equipment or data
» Loss/Theft of Manual files

The main issue when working at home is that it presents security problems. For example:

» The journey home introduces a risk of loss or theft whilst in transit.

» The average home is very easy to burgle or it may be unoccupied part of the time
which could result in the theft of equipment or information e.g. iPads, memory sticks

»= Family members or visitors to the home may gain access to school equipment or
information

In nearly every case, it will be more important to protect the information rather than the
equipment.

This guidance goes onto highlight some of the key risks of home working, identifying what
the issues are and the mitigating actions as follows:

= ISSUE: Connectivity
RISK: The network staff may be using is not secure
MITIGATING ACTION: When accessing personal data consider the security of the
network. Consider implementing a two factor or multi factor remote access facility so that
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when staff log in they will receive a code or request to verify their identity and workplace
device

= ISSUE: Phishing
RISK: Data security breach
MITIGATING ACTION: Staff being aware of their responsibility as the last line of defence
to ensure the integrity and confidentiality of the schools IT infrastructure. Staff verifying
with colleagues that a message is genuine, before clicking on any links

» |SSUE: Use of personal devices
RISK: The risk for a data security breach is greatly heightened if staff use their personal
devices for school business
MITIGATING ACTION: The risk of a data breach is greatly reduced when staff use work
devices for work activities and personal activities are restricted to employee owned
devices

= ISSUE: Security of Privacy

RISK: Home working can mean that documents may be seen and work related
conversations may be overheard by others

MITIGATING ACTION:. Staff need to understand the risks associated with the data they
are handling and ensure there is privacy when working

= [SSUE: Screen sharing
RISK: Unauthorised access to personal data
MITIGATING ACTIONS: Staff need be aware of their surroundings when screen sharing.
This may include images of their screen of personal data being reflected from glass such
as mirrors and windows

= ISSUE: Training
RISK: Staff are unaware of the risks in terms of remote home working
MITIGATING ACTIONS: Staff will need to be aware and understand the risks that are
under their control when remote home working

= |ISSUE: Video Conferencing
RISK: Unauthorised access to personal data
MITIGATING ACTION: Staff need be aware of their surroundings when video
conferencing. This may include images of their screen of personal data being reflected
from glass such as mirrors and windows

Consequences

Any information relating to an individual i.e. pupil, parent, member of staff, that is lost, stolen
or disclosed to an unauthorised person has to be treated as an information security incident.
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Staff must notify the school Data Protection Officer immediately of any loss or suspicion of
loss of any confidential information or inappropriate disclosure to ensure that appropriate
action is taken to investigate and manage such incidents.

The consequences of this incident will vary based on the nature of the information which has
been lost / stolen. There may be safeguarding implications i.e. if it is a looked after child; alert
your school’s Designated Safeguarding Lead immediately if this is the case.

A serious loss of sensitive personal data may lead to a monetary penalty or Information
Commissioner investigation that could damage the reputation of the school.

As well as the School, individual members of staff can also face action under Data Protection
Law or face disciplinary action if found to be in breach of policy. The General Data Protection
Regulation allows individuals to seek redress through civil routes and claim compensation for
any harm caused by a data loss. You could even be committing an offence by sharing
information with other members of staff who do not need the details to carry out their
legitimate School duties.

Personal Responsibility & Accountability

Each member of staff has a personal responsibility to ensure that information is kept safe
and secure at all times.

Whilst working at home, all staff must still comply with any school policies or procedures and
any breach of these procedures will result in the same action as if it had occurred within
school.

It is essential that any member of staff working from home is aware of the relevant school
policies e.g. Data Protection Policy, Information Security Policy and Home Working Policy
and completed the online Information Governance training.

Home Working Arrangements

When working from home consideration needs to be given to the following:

* What information is required? - Whenever you are contemplating removing information
from school consider exactly what information is needed. Do you need the whole pupil
file, or will just certain parts be sufficient?

» Recording - If removing paper records ensure a record is kept of any information taken
out of and returned to the school. This way it will be clear who has what information and
for what purpose. In the event of a breach, this can help in identifying exactly what
information has been compromised and how the impact can be managed.
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Format - If the information is in hard copy, would it be possible to take an electronic
copy? This way the information will be stored on an encrypted device and if lost or stolen,
will cause no impact on any named individual.

Transit - When on route to or from home, you must ensure information is secure. Do not
leave paper records, laptops etc on the seats of vehicles. Always store them in a secure
place e.g. the boot of your car and keep it locked. Consider the use of secure and lockable
cases for the transportation of documentation. Go straight home and remove the
information from the car, before going on to the shops etc.

Location — When working at home, ensure the location is suitable and away from other
members of the household. This will help prevent any unauthorised access to paper or
electronic records. Viewing information on a screen is “processing” and unauthorised
people reading a screen containing personal information would be classed as unlawful
obtaining or disclosure.

Paper documents/files — Should be locked away in brief cases or secure filing cabinets
when not in use. Prints should be collected from printers as soon as they are produced
and not left where they can be casually read.

Never leave papers, files or any device in the car overnight. Always keep the information
or device secure in your house. It is also advisable not to keep the paper records with the
electronic device. In the event of a burglary, a thief will target electronic devices and
therefore by keeping paper records separate this will reduce the impact of any theft.

Computers and mobile devices — Should be password protected. When not in use they
should be switched off. If only leaving the computer for a short period, ensure the screen
lock is activated. Sometimes short interruptions turn into long ones and the personal
information should be protected during the absence of the authorised user.

Equipment — Should not be left where it would attract the interests of the opportunist
thief. In the home, it should also be located out of sight of the casual visitor e.g. not left in

the hallway.

It is appreciated there will be times when there will be a need to work from home especially

when social distancing.

If your school has provided you with an appropriate device, then this should be used in

preference to your own home device.
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For example, schools in DGfL can log into the school network remotely using RM's CC4
Anywhere software which is a Citrix secure Virtual Private Network (VPN). Alternatively,
documents can be uploaded to the Microsoft One Drive which has an encrypted connection.

Any member of staff who works from home and uses their own ICT equipment must not hold
any database, or carry out any processing of personal information relating to the School.

This would include emailing personal information to a private email address to be accessed
later through non-school equipment. If a shared home computer is going to be used to e.g.
access the school MIS etc consideration needs to be given to the digital footprint that is
going to be left e.g. cached files etc on the shared computer and any trace of these must be
removed.

Never disclose information about an individual to other members of the family, friends or
any other individual who does not have a need to know it.

Video Conferencing Checklist

When it comes to remote homeworking and video conferencing the ICO have issued the
following guidance:

(1) Has the school checked the privacy and security settings?

Video conferencing technology must be transparent. Users need to know how their data will
be processed, as well as having choice and control over it. So the school should make use of
privacy and security features. These can include restricting access to meetings using
passwords, controlling when people can join the meeting or controlling who is allowed to
share their screens. Think about who and how you share the meeting ID or password.

Schools should make these choices before it starts the meeting and consider providing
employees with clear advice on which features to use and how.

(2) Is the school aware of phishing risks?

Many of us are aware of the signs of phishing emails or texts, but would the school know
what to look out for in a video chat? The ‘live chat feature’ can be used by malicious people
to spread phishing messages. Be vigilant. Don’t click on links or attachments you were not
expecting or from meeting attendees you do not recognise.

(3) Have you checked your organisation’s policy?

Has the school considered selecting a video conferencing platform that matches its policies.
For example, the Local Authority is using Microsoft Teams as its recommended video
conferencing solution. If the school is using RM/is part of the DGfL and is using Office 365
then Microsoft Teams should be available to use by the school (the school may need to
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check this with RM). Subject to the point made in (1) anyone can join a Microsoft Teams
meeting without needing a subscription to Office 365. Please see link: Join a meeting
without a Teams account

(4) Have you ensured all software is up to date?

One of the most effective security measures a school can take is to keep all its software up-
to-date, and video conferencing software is no exception. If the school have installed a video
conferencing app, keep it up to date by applying all available software updates regularly. It
may be that may the school has configured its equipment to do this automatically. If the
school access a video conferencing service via a web browser, then make sure the browser is
kept up to date too.

(5) Is this still the right tool for the job?

In a time of crisis, decisions are often made quickly in order to get the job done. But in the
long run, circumstances can change and the risk balance case might look different. There is
no reason to remain committed to using a particular tool or service forever just because the
school has used it in an emergency. Re-visit your decision when you eventually have time
and resources to do so.

In Summary

Whatever the school intends to use it should balance these considerations with what
personal information is transmitted over video. For example, the data recorded over the
video stream may be kept on servers outside the EU; and a Data Protection Impact
Assessment would need to be completed if the school intends to use any video conferencing

app.

Additionally, wherever possible, the amount of personal data shared across the video
conferencing platform should be kept to a minimum, especially where safeguarding and
special category (e.g. medical) data is concerned.

Linkages with other school policies

Remote home working will link with a number of other school policies including the
following:

= Acceptable Usage Policy

» Data Protection Policy

» Information Security Policy
» Safeguarding Policy
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https://support.microsoft.com/en-us/office/join-a-meeting-without-a-teams-account-c6efc38f-4e03-4e79-b28f-e65a4c039508
https://support.microsoft.com/en-us/office/join-a-meeting-without-a-teams-account-c6efc38f-4e03-4e79-b28f-e65a4c039508

Disposal of Paper, Media and Equipment

Equipment that is no longer in use must be disposed of via the process that the school has in
place.

Any paper documents containing personal information, which are no longer required, should
be disposed of under secure conditions. Paper items containing personal or sensitive data
must not be placed in household rubbish unless they have first been shredded via a cross cut
shredder.
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